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My Public Digital Footprint

eHere is what ChatGPT knows about me;

X Professional Background (Technology/Telecoms)

* Giles Godart-Brown is a figure associated with British Sky Broadcasting (BSkyB), where he served in
roles related to research, development and standards (often referenced as research programme manager
or R&D programme manager). EDN+1

* In that capacity, he commented publicly on technical issues such as broadcast copy protection
technologies and spoke at industry events like those about copy protection models for digital
television.

* He has also been quoted regarding Sky’s HDTV decoder strategies and the rollout of high-definition
broadcast technologies, indicating involvement in technology planning and partnerships.

X Industry Involvement

* He has appeared in profiles related to technology standards events (e.g., TPAC — a technical working/
standards gathering), suggesting participation in broader technical and standards communities. W3C

)f Local / Community Activity

* A Giles Godart-Brown (likely the same name) is listed as a contact for the Mendlesham Computer
Club in Suffolk, UK. Mendlesham Parish Council



https://www.edn.com/kopierschutzplan-bringt-digitalen-consumern-arger/?utm_source=chatgpt.com
https://www.w3.org/2012/10/TPAC/live/people/profile/ggodartb?utm_source=chatgpt.com
https://mendlesham-pc.gov.uk/useful-info/mendlesham-directory/?utm_source=chatgpt.com

Does your digital footprint matter?

e In addition to our Public Footprint we have a bigger Private one, every time we visit
a web page or use social media we leave a footprint, but does this really matter?

* NO - Its very useful that you don’t have to log-in every time you access a web page,
however if it does get compromised, then the consequences can be very bad.

e Anti-virus software helps, but cannot save us from ourselves
e Common scams that target your digital footprint:
e Fake emails & texts. e.g.
e Delivery messages.
* Prize or lottery scams.
e Social Media.



Phishing and Smishing
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How to spot a scam in an email

Subject: Customer Notice: Your Account Summary - December 2018

From: "NatWest Bank plc" <noreply@alertsp.com>
. []
Date: 17/12/2018, 08:41 CO nte nt .
To: Recipients <noreply@alertsp.com> . .
e What is it about?

e |s it urgent or threatening.

NatweSt e Does it ask for money or details.

e Bad spelling and grammar.

[

On Sunday 16 December 2018 at 11.27 EST Se n d er.

We detected unusual activity on your account and as a result, ° L k

for your protection, we temporarily suspended online access to your account. INKS.

To re- activate your online access please complete our verification form below. http;//antiquecarriages,com/images/smilies/zzoundt,php
Complete Verification Process [ If i N a ny dou bt - De I ete (a N d

It is mandtory in such cases to complete our verification process, e po rt) .

failure to adhere with our secirty policies may result to permernent account closure.



What to do if you get a phishing email

*Do not click on any links or attachments, go direct to
the company’s official web site first.

eNever call a number on an email, check first with the
company’s official web site.

*Report it to the National Fraud and Cyber Crime Centre,
Action Fraud by calling 0300 123 2040 or report it online
on https://www.actionfraud.police.uk/
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https://www.actionfraud.police.uk/

How to spot a scam in a text (smishing)

«:11 Vodafone WiFiCall & 20:26 ©70% )4/ o0 eem)

£ +447731761011>

Text Message
Today 19:01

PayPal:We have
detected
unauthorised access
to your PayPal
account. Please login
at https://paypal-
rificatiesscom.

<

Report Scam Text

D H L : Your parcel is still
awaiting processing. Please
confirm delivery charges.

Thanks for reporting an
unwanted message for our
spam team to investigate.
Can you please reply with
the number or name it
originated from.

It came from Wickes

Thank you for forwarding
the originating details to
02. We are doing all we can
to reduce this nuisance to
our customers.

G O g
O8O0 =A

o

If you suspect a text is a scam, DO NOT
CLICK on the link, but instead forward it
to the National Cyber Security Centre on
7726, then Block the user and report as
scam on your phone.



Social Media

Use 2 factor authentication and log out of devices you don’t use.

Look for similar scams to email and text especially ‘fun quizzes’ and other scams that harvest your
personal data.

Keep profiles private - regularly review your privacy settings and limit who can contact you.

Beware of WhatsApp groups, especially ‘Add everyone’ ones. Set "Who can add me to groups?" to
"My Contacts".

Don’t overshare - birth date, address, holiday plans, pet or partner names.

Do not allow location sharing.

Be careful of friend requests from people you do not know - check profile histories.
Beware of fake profiles - Agree a ‘safe word” with your family and close friends.
Assume everything you post COULD one day be made public.



O n - I i n e S h O p p i n g Sa fety 2% google.com/search?q=krystal+hosting&oq=&

me m

/\ Not Secure 192. google.com X

E] Connection is secure >

e Use trusted sites. :
e Avoid deals that seem too good.

e Only use sites starting with https:// not http:// e.g.
http://example.com
https://example.com
e Modern browsers will warn you, so never put personal or financial
details into a site without it.



http://example.com/
https://example.com/

Passwords and other access
controls

By Giles Godart-Brown



Passwords

Please tell me gou’re not aJJinS
a special cymbal to your password.

Mendlesham Computer Club 11



How to steal someone’s password

e GQuess it: e Steal it:
e Brute force. — From you.
* Dictionary. — From the network.

— From a company
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Which password is the strongest?

A. 123456

B. password

C. John1945

D. T71pLO9@Q

E. bulC retupmoC mahseldneM

Mendlesham Computer Club



What makes a good password?

* Make it long.
* Include mixed cases (Cc), numbers, and odd characters (-,+ etc).
* |t is easy to remember
e Have a code
— e.g. instead of Password, use drowssaP
e Use a phrase you can remember
—e.g. mY-soN-waS-borN-iN-1990
e Have a different password for each site
— e.g. for Amazon use Amazon-StowWI1-080127

Mendlesham Computer Club 14



How to prevent your passwords being stolen

NEVER WRITE THEM DOWN !l

If you have problems remembering
them, use a password vault.

—e.g. LastPass — Cloud based or
— KeePass for local storage or
— MacPass.

Mendlesham Computer Club 15



What do companies do with your password?

* They are not allowed to store the cleartext version of your
password.

* They must use a one-way encryption to create a version that
cannot be decrypted back to the original cleartext.

e This is why they cannot tell you your password and only you
can create a new one.

Mendlesham Computer Club



Are you being tracked?
And does it matter?
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Tracking

*There are two ways that you are tracked;

— by your browsing history — which sites you previously
visited and

— by your approximate physical location.

Mendlesham Computer Club



Is my browsing history being tracked?

* Yes, when you visit a web site it stores keys called cookies in your
browser that it can use later on, e.g. so you don’t have to log in again.

e These can be used by trackers to do things like bombard you with
adverts tailored to the other sites you have visited.

e [ts mandatory that they ask if you will allow cookies. | usually allow
cookies as they make navigating the site much easier.

e If in doubt the browser has an option to delete them from your device
if you need to. BUT you will almost certainly need to log in again.

Mendlesham Computer Club 19



Physical location - 1

If you enable Location Services on your Mobile phone then
your location is known to an accuracy of about 5 metres.

You must give your permission for this data to be used by
any application — e.g. maps and fitness trackers
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Physical location - 2

- 495
- Chilten . . o < *-g
If you don’t enable location y A=
services then your Mobile Phone ¢ ‘ \
location is still known because it o2l AN
‘pings’ the nearest mast. “nt L AR v e EN
L . - g FNBOroyes, £ Stowmarket ((I)) < 7 ,_-C"‘Gu‘ng Roag
This is how the Police and other . A 5%
emergency services are able to G S '
locate people. - %%
s “.Combs Ford
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Physical Location - 3

e |f you are connected to broadband, your location can be found, however this is only
where you connect to the internet. When | am at home it thinks that my home is in
Reedham, Norfolk and not Brockford! ( https://whatismyipaddress.com/ )

* You will often see messages on your PC and TV ads warning that you are being
tracked and trying to sell you a VPN to prevent it.

e |ts up to you to decide if this is worth doing. My personal views are;
— | don’t really care if ‘they’ do know where | am.

— They already know within a little from my mobile phone. S Sky Broadband
City: Reedham

— I’'m not involved in anything illegal.

— If anything, it might be quite handy if ‘they’ knew where Reglets Al

| was and | was incapacitated. Country:  United Kingdom of
Great Britain and Northern Ireland

Mendlesham Computer Club 22


https://whatismyipaddress.com/

What is a Virtual Private Network (VPN)

* AVPN is a software encrypted tunnel

through the internet between a client (e.g. internet
your PC) and a VPN server that acts as a VPN Tunne &
gateway to the internet. v

e Internet traffic from your PC is encrypted and \ - VN Server
web sites can only track you to the VPN ;
servetr. It Sorvcn Proviger

Mendlesham Computer Club 23



Secure communications

Mendlesham Computer Club By Giles Godart-Brown



Secure communications

e |t is essential that communications between your PC and the host web server
are secure, especially for financial transactions.

e There are 2 parts to this
—Are you actually connected to the server you think you are (‘spoofing’).

—Can the messages you send be seen by someone listening on the network
(‘snooping’ or ‘man-in-the-middle’).

e Spoofing is prevented by each web site having a unique, verifiable certificate.
* Man-in-the-middle and snooping is prevented by encrypting using keys
* The Secure Socket Layer (SSL) implements both of these.

Mendlesham Computer Club 25



How can you be sure you are connected to the site you think
you are.

e Each site has a unique digital certificate which expires after a period of
time.

* When your browser connects to a site it checks that the certificate has
not expired and then checks this against a known, trusted Certificate
Authority.

e |f these do not match, the browser will stop you visiting that site.

e |f the site does not have a current, active certificate you will be asked if
you want to proceed, nearly always stop at this point.

Mendlesham Computer Club 26



Firewall
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What is a firewall?

* A firewall looks at network traffic flowing into and out of your PC. It
checks to see if it is malicious and if so, will block it.

e Both Windows and Mac have built-in firewalls that really don’t need
any configuration.

* Your Broadband Router also has a firewall which may include
configurable features like Parental Control that blocks access to certain
sites deemed by the firewall to be unsuitable for children.

e Note that browsers also have features to enable Parental Controls.

Mendlesham Computer Club 28



Anti-Virus
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What do Viruses do?

e Attacks range from annoying e.g. sending an embarrassing email to everyone
on your email contacts list to devastating e.g. encrypting your hard disk and
only allowing you to access it if you pay a ransom.

e Viruses usually propagate as email attachments.
* Prevention
— Be very wary of any email attachment.

e Protection

— Always check that Anti-Virus software is installed on any o
PC you use and check that it is active. £
— Make regular backups AVG

AntiVir...

Mendlesham Computer Club 30



Anti-Virus software

* Never rely on the Microsoft built-in Anti-Virus software or software that came ‘Free” with
your computer e.g. McAffee or Norton. Your license will expire after a year, it may not be
working and you are NOT PROTECTED.

* We recommend that near the end of your free license, you uninstall the current Anti-Virus
and install the free (Basic) AVG software instead.

— Settings>Apps & features, then scroll down to the app you want to uninstall, left click on it and
select uninstall

— Go to https://www.avg.com/en-gb/free-antivirus-download and follow the instructions to
install AVG.

* NEVER have 2 anti-virus software programs running at the same time.
e ALWAYS keep your Anti-Virus software up-to-date

e AVG will often ask if you want to upgrade to their Pay version, you almost certainly do not
need to do this.
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https://www.avg.com/en-gb/free-antivirus-download

Anti-Virus on other devices

e Mac

— Until recently hackers ignored Macs, but now they are also a target, so it’s a good idea to
install an Anti-virus

* Phone, Smart watch or Tablet

— You can only install applications on your Phone, Smart watch or Tablet via an App Store
where they are rigorously tested and validated to be virus-free.

— With the recent increase of smashing attacks on smartphones it may be worth installing
Anti-virus on Android Phones and Tablets.

e Smart speakers
— These are even more tightly controlled and do not need Anti-virus software

Mendlesham Computer Club 32



WARNING

e Anti-virus software cannot prevent everything, so always
beware when clicking on links or installing software on your
PC or Mac.

* |n particular NEVER install software when asked to by a call
centre unless you can really trust them.

Mendlesham Computer Club



Secure documents
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When do we use symmetric encryption

Both OpenOffice and Microsoft Office allow you to save a document or
spreadsheet with a password so it can only be opened by someone who has
the password (the key).

This is useful if you want to send a confidential document via email.

If you do this then you should send the password via a different route. |
usually text passwords as this is a very secure mechanism.

Mendlesham Computer Club 35



Conclusion

By Giles Godart-Brown



The internet is not intrinsically unsafe

Of the trillions of users of the WWW, very few are compromised, just be ‘Web Savvy’

37



Extra slides
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Encryption
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Let’s have a go at code breaking

IFMMP UP FWFSZPOF
E E E E

ELL E E E

HELLO TO EVERYONE

eeeeeeeeeeeeeeeeeeeee




Symmetric encryption

e This is called Rotation-1 (rot-1) encoding.
e A code book would look like this; A=B B=C etc.

e This mechanism was improved by having random associations rather than

simple rotation and a code book with one page per day e.g. On the 10th January
2025 - A=Q B=N etc.

e This is called symmetric encryption because the same key is used the encrypt
and decrypt.

* The Enigma machine added a level of complexity to symmetric encoding by

changing the encryption after each letter, e.g. AA may be encoded as HY, it also
eliminated the code book.

Mendlesham Computer Club 41



What’s wrong with symmetric encryption ?

e Everyone who wants to decrypt the message has the same key, if someone was to
leak the key and say put it on the internet, everyone can decrypt the message.
This was a big problem with early pay TV systems with hackers publishing the keys
and cloning the set top boxes.

e Whitfield Diffie and Martin Hellman invented Asymmetric encryption where one
key is used to encrypt a message and a different key is used to decrypt it.

* The sender of the message has a Public key they share with all recipients. Each
recipient has their own unique Private Key. How this works is fiendishly
complicated and involves several messages between the recipient and the sender
before the message can be decrypted.

Mendlesham Computer Club 42



What do keys and certificates look like?

Certificate

MIIGKDCCBHigAwIBAgIRAP9bf/aQebieMG/
1TSiJ60AwDQYJKoZIhveNAQEMBQAWSzELMAKGA1UEBhMCQVQXEDAOBgNVBAOTB1plcm9TUOWXKjAoBgNVBAMTIVplcm9TUOWEUINBIE
RvbWFpbiBTZWN1cmUgU210ZSBDQTAeFwOyMzA5MTkwMDAwWMDBaFw0OyMzEyMTgyMzU5NTIaMB4xHDAaBgNVBAMTE2RIYmVuaGFtc
2hlZC5vemcudWswggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWgEgEKACIBAQDDN+3JACEHIpLsH3nw5TYRgBrkjy3qZ2MEUvVbgNpFKfE+aQM
kF1vc1MABN3K4k0X2eqOQ+CU8vEeoctPNYHUtGNbeOvjfcuSHhVbZnjd87Ri0OPDo017F1yrPEo12F54y7WP/2h9e2FuxhmoCTgDa2PXYpn/
2h3avydmKFyJTngsIDAsCRc80rINj7exZUXiBIISCzxDuATylYf0Je0Go76e8lktvI+XR1VtkN42pVOnP3lamUAY2jlgyg1YYDIbwgXWENRpWyzATq
S4pj861Sw+WDMUMIdoKa+9fc7d+hx+IqB6bIHsEzQLEA4+
+TrTMy80JSwHu6z0LFW7CEnWWHLAgMBAAGjggKaMIICIjAfBgNVHSMEGDAWgBTI2XhootkZaNU9ct5fCj7ctYaGpjAdBgNVHQAEFgQUNE
0OT544mBRFqjdPCCahE3X34Q8IwDgYDVROPAQH/BAQDAgWgMAWGA1UdEWEB/
wQCMAAwWHQYDVROIBBYWFAYIKwYBBQUHAWEGCCsGAQUFBWMCMEKGA1UdIARCMEAWNAYLKwYBBAGYMQECAk4wJTAjBggrBgEFBQCC
ARYXaHROcHM6Ly9zZWNOaWdvLmNvbS9DUFMwCAYGZ4AEMAQIBMIGIBggrBgEFBQcBAQR8MHowSwYIKwYBBQUHMAKGP2hOdHAG6LY9
6ZXJvec3NsLmNydC5z2ZWNOaWdvLmNvbS9azXJvUINMUINBRGItYWIuU2VjdXJIU210ZUNBLmNydDArBggrBgEFBQcwAYYfaHROcDovL3plc
m9zc2wub2NzcC5zZWNOaWdvLmNvbTCCAQYGCisGAQQB1nkCBAIEgfcEgfQA8gB3AK33vvp8/
xDIi509nB4+GGq0Zyldz7EMIMqFhjTr3IKKAAABiqyRPZIAAAQDAEgWRgIhAIOUYHrN612J2dYa5ZSmQVHSD64GIigEVGjEKbDzSVmsAIEA+ck
g0aH3TKHXw/PdXw9dzYPInf+
+cwWpHjGCKY4+lzvsAdwB6MoxU2LcttiDgOOBSHUMEFNAYE4AVNO9IrwTpXo1LrUgAAAYqskT36AAAEAWBIMEYCIQCneEoMuwqBOhglOcBD
2iGwhRnICdiyEJ4zm20SboabKglhAOUWSENFOFXMWW+sflkwOgZSCrufn4Pmell32ZLNsLIgMDcGA1UdEQQwWMC6CE2RIYmVuaGFtc2hlZC5
vemcudWuCF3d3dy5kZWIlbmhhbXNoZWQub3JnLnVrMAOGCSqGSIb3DQEBDAUAAAICAQAKI9zdY5P5xcrGlhp/3p/
9Rk64YF9YzaDIf8RISupCdeVZqaVag/
AkOdhHy19eq7i30mquF8zWvITgk2FzEeb6wOiVy9qU8hYfhBER8UAdfGzpnxazao9ksn+AMbL5hx4LXE2+akysx|O3ftpOmlatV3cOlmIAY5nx
bS/evcOr9u5+Ln7MgCLIC+49Hbtz260FFXFNTMd3FCg+1nzYY/+Zwfx5qdadof3itzMyz/HBy/GrUePTgUNwf66EdUHvt/
bAItB6VENPMzbjKcOOBXsAjcPbgncV20lcxD9JVTDVIF2AhxvIpRVOkfsH/
QY4YYRv+Uj6LEWZB4hNooKpMKdr8wvNrbOEdr7i20cXAUe5GzRxfuOKPFbXTU+AadfPAveMS4SQuv/
cJuGR3DBuUT1ZDDGzuQcjUJBRK3IGUoUjyGTHZQNmMe1SepXmZCyZ6DV+qqrYs21TLSIuKAnIIC8Zz3GV3FoniSBpuA7DntbmzqpOE/
hrhctupNrSL2vgyqt52FisnG91j6Um3EL2d90p9DQKzUx73sGMCAtTVYnBA44PLZTkVkOI6Zf8s0dIvwBWqVKtCzICz4c65Vu//
Jw7auWDH2xMAZrybjFd0Ye2wnzq)zjPHgECoD30pbh4AUSEsvkf6P1Ls/NaxiwXVPEMiGWTilNpr3mNvv34U/w0BYkg==

The Maths for these is VERY complicated

Mendlesham Computer Club
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Key

MIIEpgIBAAKCAQEAWS/
tyQHBBYKS7B9580U2EYAa518t6mdjBFL24DaRSnxPmkDJBdb3NTAAZ9yuJNFINnqjkPgIPLxHqHLTzZWB1LRjW3tL433Lkh4VW2Z43f0
0YtDw6NNexdcqzxKNdheeMulj/9ofXthbsYZqAk4A2tj12KZ/
90d2r8nZihciU54LCAWLAKXPDGyDY+3sWVF4gSIUgs8Q7gE8pWHICXtBqO+nvIZLbyPl0dVbZDeNqgVdIz9yGplAGNoyYMoNWGAS
WS8IF1hDUaVsswE6kuKY/
OtUsPlgzFDCHaCmvvX303focfpagem5R7BMOCXAOPvk60zMvKCUsB7uszixcOwh)1lhywIDAQABAoIBAQCRwI3NLuZf542qKgWTy2
OOhHEFC/y84gzvQtU31tBHu/
kfR9e+5xxG353dxJInSOKaPOHZqtv5iRlyEwwgAat9Azb9jqBWbwVkO5Vs8F)7elzGFCR41cS6VUpPVEKXxKwU67SPAzhOVUtOKF7Bmta
eN/psUhmTV/jBHtZbQcNMo7sIXv+JEaee9DZoSaMPXhVLVAR3XdsPT6t6sBMIwU9BkNZ4u6RhHe/
ISDcUROYVQMSykkb9ZFThLpOb8/pOqw365mIbY35rdIDMNuGy5mJIVw59LZ6FLze04YjSOUZ4mVYH86hVKR30m4cqDJHECC095/
Ayjn3NgbEoVsl0QvdO1BA0oGBAP5+90V6GpZfatVLly27ewm7KIYOA/
tLrrhOf05bXRmtbC3sBw3tNary6QkCbhVq0i+NDyPSIY2A84D3YQQPabgbleCwKHaQpYsFcplLjcQiO+fomz2vHINAZImybD5gfz3q/
pDbdw7chkkUQv2Z7KiYH2sw8TJ1E19eK2McWzHghAoGBAMTHS5VRRVYAGZOkWCzmE2NWKQkI7jfQRAIWKSu+bIWA3Xxgavu5fH
MXrhwMqTza5zPNIfvgOKButwGoGCGrEiVdZYKBhW1BWZiyOknNXfWSP29ibvwT1allAXdC800ycCbR8HWrYskrW4UbJIc9OQFWwWE
3IHW6rEk1vfyadsowtDrAoGBAL60yjuo8lY7gbZulCgZhryNffkvB710i290S4YOHTOMbItIhNe5Nf/
R4pSYbp13gV1HiSN5kkmlIEbIDcyG54S/
eu8LyiScydfLiz+Uvs5zf0HcAXOBQEzOYw2tt947WNhAVxqa8GUX3RagerVIikmaHs5Yzei7RrdWn7GLIVqISIBAoGBAI+/
XExn+gCLePNYAhOjmc7ssBh4LuvDWIEXxCoi9g+2g2gI8TOrBbbjpnd+cx10P27dX7trRn1pwSzye UWdiwLFTMHSPNUEMiIGMIRIVKS/
EE4K5y6lQsCvLdHOedGczebd6D3dVE3GUZWTzXgaC5xNAvzOjv1BmrA727DNolGC/
AoGBAJWYUQ+DhfRkkCjOv4N4pSHFBCmM7RXhtt02dfNk2cq2sW8J4CqbIDIMhzPFXvY8NHo6yUhxTdhr4tcGljghOV37rhHu/
ryJtr9alxXeJw37GLSpGWul55EQZtZ09nz00DUTKEVNOS8EVENMLNhGf26wyaj8MI4+SmJC/GgKy7eu8y

1
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How do | make sure the site is secure?

* Sites that have valid certificates and use encryption use the Secure Socket Layer
(SSL) to protect messages.

e Never put personal details into a site which starts with http rather than
https —s means secure! Look for the padlock.

These sites encrypt all messages

Examples
http://example.com
https://example.com
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What is a virus?
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What is a virus?

e Wikipedia definition:
“A computer virus is a type of computer program that, when executed, replicates
itself by modifying other computer programs and inserting its own code. If this
replication succeeds, the affected areas are then said to be "infected" with a
computer virus”

e Strictly speaking it’s a virus only if it gets itself buried into a host program (e.g.
Microsoft Mail) if it runs on its own it is called a Worm

* People create viruses for a number of reasons, profit (e.g. ransomware where it
demands payment to restore your computer), political power, to demonstrate a
vulnerability of a product, corporate gain, or just plain devilment.
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A VERY simple virus example

e A simple program to print “Hello Mendlesham”
— print ("Hello Mendlesham");
* Now with a virus

— print ("Hello Mendlesham");

# the next line will delete your windows directory rendering your computer
useless

rmdir ”C:/Windows";

e Typically, they are much more complex than this and include
mechanisms for infecting other computers
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Are you being tracked?
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Do | need a Virtual Private Network (VPN)

e There are a lot of adverts on the TV trying to scare you into buying a VPN
(NordVPN, Norton).
e They prey on the fact that:
1. You need to encrypt ALL of your Internet traffic.
2. You need to avoid ‘Trackers’
3. Your location can be accurately tracked

 This is overkill for regular consumers because;
1. Most internet traffic is already encrypted (urls that start with https)
2. Browsers with Ad blockers prevent trackers
3. The physical location is pretty inaccurate for all but your permitted Phone apps
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AD blockers

* You can prevent trackers from bombarding you with Ads by using an AD blocker
that prevents these malicious pop-ups. Mine has currently blocked 492,306 ads.

* The most popular AD blocker for Chrome users is called ADblock and can be
installed from https://chromewebstore.google.com/detail/adblock

* There are also Ad blockers for phones and tablets (search the App Store)

* Note some web sites detect you are using an AD blocker and will ask you to disable

it. In nearly all cases there is another web site you can use that works with the AD
blocker (back to a Google search)
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Application Tracking

* On a Phone or Tablet you may be asked to allow the app to track your
location so they can send you more tailored ads.

* | would only allow this for apps that need to know where | am e.g.

fitness trackers, and then | would only allow it when using the App, if
this makes sense.

e A notable exception is device trackers like Tile.
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Two Factor Authentication
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What is 2-Factor Authentication ?

e 2 Factor Authentication (sometimes called Multi Factor Authentication or MFA) is based
on “something you know (a password) and something you own (a mobile phone or email
account)” thus doubling the security of the connection. Increasingly web sites that involve
a financial transaction or private data will implement this.

e How it works

— When you register on a web site, in addition to your password, you also register your email address and
mobile phone number.

— When you log into the site, it first asks for your password (factor 1), then sends you a text or email.

— The text or email contains a code (usually a 6 digit number) that you must enter into the web site in order
to log on. This confirms that whoever is logging in also has your mobile phone (factor 2).

 |f you are in an area with poor mobile coverage, some sites allow you to specify an email
address instead of mobile number. If you get a new phone, don’t forget to update the
number on the web sites that use it.
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Security hints and tips
Summary
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Additional security mechanisms

* Most financial sites and some shopping sites now use 2 factor

authentication, these need a smart phone and a connection to the
Internet.

e [f your phone supports it, use biometrics (fingerprint or face

recognition) to increase security and reduce the need for Pins and
passwords.

* Enable ‘Stolen Device Protection’ on Apple devices to restrict or delay

what can be done on your device when it is not at your familiar
locations.
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Advanced Security

e Always use 2 factor authentication on anything sensitive.

e Use fingerprint or face recognition, if possible, on phones and laptops

— Face recognition only works on more modern phones e.g. iPhone 11 and
above, Google Pixel 6, Samsung Galaxy S21, OnePlus 9, Xiaomi Redmi Note
10 Pro
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More hints and tips

* NEVER click on a link or attachment sent from an email address or
phone number that you don’t recognise even if it was forwarded from
someone you know.

e Be especially wary of emails and texts from Banks and Insurance
companies especially if they ask to re-verify your credentials.

—if in doubt ignore them, a genuine Bank will find another way of contacting
you.

e Be wary of any sites or callers that ask for the entire password or PIN in
financial transactions.
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Software updates

» Always keep your software up to date;

— Windows and MAC OSX usually update automatically, but phones often need you
to do something

— Browsers (Explorer, Chrome, Safari etc.) usually update automatically

— Anti Virus usually updates automatically — It’s essential that you have one on a PC
(search. AVG free ), less so on phone/tablet though this will change.
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Beware of offerings to 'fix’ your PC

e There have been many reports of scammers pretending to be
Microsoft or BT calling to offer to help you speed up your PC or fix’ it.

e These are always BOGUS, just politely hang up.

* NEVER let ANYONE instruct you to install software, especially if it lets
them control your PC e.g. TeamViewer
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Questions
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https://www.avg.com/en-gb/free-antivirus-download
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